ABSTRACT During the recent years, the issue of preserving the integrity of digital text has become a focus of interest in the transmission of online content on the Internet. Watermarking has a useful tool in the protection of digital text content as it solves the problem of tampering, duplicating, unauthorized access, and security breaches. The rapid development currently observable in information transfer and access is the consequences of the widespread usage of the Internet. When it comes to the different types of digital data, text constitutes the most complex and challenging type to which the method of text watermarking can be applied. Text watermarking constitutes a highly complex task, most of all, since only limited research has been done in this field. In order to ensure the successful evaluation, analysis, and implementation, a comprehensive research needs to be performed. This paper studies the theory, methods, and applications of text watermarking, which includes the discussion on the definition, embedding and extracting processes, requirements, approaches, and language applications of the established text watermarking methods. This paper reviews in detail the new classification of text watermarking, which is through embedding process and its related issues of attacks and language applicability. Open research challenges and future directions are also investigated, with a focus on its information integrity, information availability, originality preservation, information confidentiality, protection of sensitive information, document transformation, cryptography application, and language flexibility.
I. INTRODUCTION
The rapid developments currently observable in the field of information technology in the form of storage devices, digital content and communications has created a vast electronic environment with the ability to transmit, duplicate, copy and distribute information through digital media without any loss of quality. Nevertheless, this technological revolution in the online propagation of digital multimedia also suggests that such data are vulnerable to attacks, unauthorized access, and other threats [1] . Hence the study of information security which includes not just encryption but also traffic security whose essence lies in hiding data are increasing in demand [2] .
Digital watermarking belongs to the branch of information hiding methods. It involves the idea of using an algorithm to hide copyright information by embedding it in the digital data. This copyright information can be in the form of text, image or logo chosen by the owner. Digital watermarking seems to be the most suitable application to protect intellectual property rights, identify ownership, keep track of digital media content, and ensure authentication and security [3] , [4] . Watermarking aims at protecting the rights of the owners of digital media. Even if an unauthorized copy is made or minor modifications are made to the watermarked file, the owner can still prove his original ownership. The goal of watermarking is to protect the cover file itself [5] .
As of to date, digital data have come to invade almost all types of public media, be they in the form of audio, video, image and text. Among the media of digital content, text is the least discussed topic when it comes to information hiding. A digital text consists of any type of textual content in the form of monographs, articles, and webpages. These uploaded texts are prone to all kinds of attacks and copying, which in turn makes their security and protection a crucial matter. The protection of digital text has become difficult considering the lack of available techniques in handling the security of digital content [6] . Thus, it is very crucial to take control of the intellectual copyright over the text content, by first analyzing its nature of implementation and the theory behind it. Differences in text watermarking methods also contribute to the level of effectiveness in the protection of digital text [7] . FIGURE 1. Top 10 languages in the Internet in millions of users [8] .
The rate of information accessible over the Internet is staggering. Of a considerable challenge posed to researchers and practitioners is that this growth rate exceeds their ability to design appropriate text watermarking techniques in order to protect the text based on the language used. It is crucial to preserve the integrity of the data content and at the same time ensure the confidentiality and availability of information. The rise of the Internet has resulted in an outgrowth of many languages including English, Chinese, Spanish, and Arabic [8] (see Fig. 1 ). However, the one method of text watermarking that's applicable for text of any languages has yet to be studied thoroughly and in depth. Many of the proposed text watermarking focused on certain types of language due to the differences in the nature and properties of its text. More general text watermarking techniques that can be applied to any types of text needs to be developed and tested in order to overcome the difficulty and vulnerability in information transfer and information hiding due to language barrier.
Thus, the goal of this study is to carry out a comprehensive investigation of the current status of the development of text watermarking, which includes its theory, methods and applications. This comprises of the discussion on the text watermarking definition, embedding and extraction processes, requirements, approaches, and applications based on the languages used in the watermarking methods. This article also reviews in detail the new classification of text watermarking; which is according to the embedding process. Also discussed is the relationship between the embedding process against its related attacks and language applicability. Furthermore, open research challenges that require substantial research efforts are investigated, with focus on information integrity, information availability, originality preservation, information confidentiality, protection of sensitive information, document transformation, cryptography application, and language flexibility.
The remainder of this paper is organized as follows. Section 2 presents the definition, overview and process of embedding and extracting the watermark. Section 3 outlines the currently available approaches of text watermarking. The requirements and measurements for text watermarking are presented in Section 4. Section 5 presents the main findings related to the logical and physical embedding process. The applications of text watermarking based on the three most widely used languages are discussed in Section 6. Section 7 summarizes the classifications done in the form of taxonomy. Several issues and research challenges are discussed in Section 8 followed by the conclusions of this research in Section 9. but needs the presence of X' and W (see Fig. 4 ). Semi-blind watermarking is used to see whether the watermark can be detected [12] .
C. NON-BLIND WATERMARKING
Using the non-blind watermarking method (or private watermarking), the presence of X is required [13] . The embedded watermark can be extracted from X' using K 1 (see Fig. 5 ). The extracted watermark (W') can be compared with W. If both watermarks are similar, the ownership is determined; otherwise the embedded data was altered. In terms of mathematical equation, the embedding and extraction process of watermark can be denoted as follows:
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III. APPROACHES USED IN TEXT WATERMARKING
Research on text watermarking began in 1997 where several text watermarking approaches were proposed for encoding information in text documents and copyright protection [14] . This initial research has prompted other researchers to give more serious attention to the study of text watermarking. These early proposed approaches of text watermarking included structural based watermarking, where the line, letters and spaces are shifted to embed the bits of the watermark [15] . Later, linguistic based watermarking approach was proposed [16] . For this method the language of the text is analyzed and edited to embed watermark bits. Since then a lot of other innovative approaches have been proposed and classified [17] - [19] , [7] . In this study, we examine and evaluate the structural-based, the linguistic-based, and the image-based approaches.
A. STRUCTURAL-BASED APPROACH
The structural-based approach alters the structure or feature of the text in order to embed the necessary bits. It involves the general formatting of the properties of the cover text, in which the text content is modified using its words or sentences to hide the watermark information. The locations of words and letters or the writing style can also be altered to hide watermark bits. This includes repeating some letters or altering the features of the text. The general properties of the text are studied, and certain physical properties in the text layout are utilized in order to hide the watermark bits.
The method of shifting the words and sentences upwards or downwards in order to embed watermark bits was first proposed by Brassil [15] , [20] , [21] . It may consist of a line shift algorithm in which the sentence moves upwards or downwards, a word shift algorithm that moves the words horizontally or feature coding where the feature of a certain text is altered in order to embed the watermark bits. A number of slightly different methods were subsequently proposed in order to improve the methods initially developed by Brassil. Analyzing the average word distance in each line also constitutes one of the structural-based methods that are being applied in watermarking, where the distance for the embedded watermark is based on some formulas [22] . Other methods using an algorithm based on word classifications has also been developed [23] . It is classified according to its features and based on class labels of the word within a segment. Another algorithm that has been proposed exploits the justified paragraphs and irregular spacing contained in the text in order to embed the desired watermark information [24] .
A number of other new and innovative approaches have been proposed such as the method proposed by Jalil et al. [25] (2010). Their algorithm utilizes the content of the text in order to embed the watermark. A keyword is chosen by the text's author, and the watermark is generated based on the length of the preceding and the following word; to and from the keyword occurrence in the text. This process is illustrated in Fig. 6 , where 'is' constitutes the keyword, and the watermark is generated based on the text content.
New methods for text watermarking for languages other than English, for example Chinese and Arabic, have also FIGURE 6. Watermark generation using word context [25] .
found their way into text watermarking. The first Chinese text watermarking structural-based approach was developed by Li and Dong (2008) who proposed a method that utilized the features of the pictographic characters in Chinese script. In this algorithm, the Chinese pictographic characters are utilized by splitting the character, converting the selected character's coding, and then extending the watermark redundancy space [26] . Other Chinese text watermarking methods also make use of the properties of Chinese characters as they offer themselves as ideal objects for hiding information. Also, a watermarking algorithm can be constructed by adopting the pronunciation of polyphone characters and the features between two polyphones of Chinese characters [27] . Other method uses Chinese sentences entropy, where it is calculated based on word frequency and makes crucial sentence selection based on entropy [27] , [28] .
In the case of watermarks to be embedded in Arabic text content, the majority of the currently developed methods utilize the special text feature of the Arabic script characters. The characters and words are extended, letters are replace with identical character of different Unicode or the diacritics are manipulated to embed watermark bits [29] - [32] .
The aforementioned structural-based algorithms use the text structure and features to manipulate the watermark bits and add them to the text. Those methods are not resistant to formatting-based attacks including copying and pasting, OCR and retyping. Some methods are resistant to printing and font changing, which depends on the technique's capability. In the case of content-based attacks, it also depends on the robustness of the proposed technique.
B. LINGUISTIC-BASED APPROACH
The linguistic-based approach is a natural language-based method, which works by making changes to the syntactic and semantic nature of the cover text in order to embed the watermark [33] , [34] . The watermark is embedded in such a way that the structure and meaning of the text remain unchanged. Most of the linguistic-based watermarking methods make use of the semantic or syntactic transformation or a combination of both, depending on the language of the text [35] .
According to the syntactic approach, words in the set are manipulated to hide data. The verbs, nouns, adjectives, pronouns, prepositions, synonyms, and other grammatical features of the text content are utilized in order to hide the watermark message. These grammatical alterations are done without affecting the original meaning of the text. The order of the words in the sentences can also be rearranged to hide bits. This can be done by altering the text structure and embed the watermark, such as moving the adverbial phrase, adding the subject or changing the sentence from active into passive clause. One of the early methods following the syntactic-based approach uses syntactic tree and transformation [16] , [36] , [37] . This pioneer technique has inspired other researchers to create other equally unique and reliable methods. Many other syntactic-based methods have since then been proposed, thus expanding the watermarking technique [38] - [42] .
Following the semantic-based approach, the data are hidden by manipulating the words in the text as watermark. This includes methods such as synonym substitution, algorithms based on noun-verbs, algorithms based on typos, acronyms and abbreviations, algorithms based on linguistic approaches of presuppositions, and algorithms based on text-meaning representational strings. This line of approach depends on the type of language itself by using its vocabulary, grammar or structure in order to hide the watermark [33] , [43] - [45] .
C. IMAGE-BASED APPROACH
The image-based approach falls under both text and image watermarking categories. In the image watermarking, the text content is understood as a series of text images, where the watermark image or logo is embedded inside the cover text. The watermarked text is this regarded as a picture, and the text can no longer be copied and pasted and has to be retyped in order to be reproduced. As for the image-based approach in text watermarking, the watermark image or logo is converted into text string and paired with the characteristics of the cover text in order to generate watermark data. This string is embedded into the cover text using certain algorithms. In order to check whether the text has been tampered with or not, a watermark logo is used to generate a key and identify the original data ownership. This method of watermarking is considered safe from attacks on image watermarking as well as format-based attacks, depending on the algorithm used.
In recent years, the image-based approach in text watermarking has been proposed. One method is to use the pixels of letters in order to embed the watermark [46] . In this study, curvaceous letters are used for watermarking by changing the letters' curves according to respective bits. The process of bit embedding entails the curve of the watermarked letter changing slightly in direct relation to the bit that has been modified. The curve parameter of the letter is changed depending on the bits (see Fig. 7 ). 
IV. EVALUATION OF TECHNIQUES
The many issues that arise in the study of digital text watermarking techniques can be assessed and evaluated based on their requirements [2] , [47] - [50] . The requirements for watermarking can be measured using the four variables; robustness, capacity, security, and imperceptibility. These requirements analyze the performance of the different text watermarking techniques. Below are the descriptions of the text watermarking requirements.
A. ROBUSTNESS
The robustness of a system can be defined as the ability and strength of the technique to resist any attack that aims at retrieving or modifying the hidden data [51] . The watermark data must be securely embedded and retrieved, so that they can survive any attack on the watermark. The watermark must withstand all attacks and must be retrievable for verification. Robustness constitutes an essential requirement in order to proof of ownership, copy control, identification, and fingerprinting where conceivable distortion is inevitable and there is a concern about the removal of the watermark. The most important feature of robustness is that even if a third party can detect the watermark, it cannot be destroyed without distorting or altering the cover file.
System robustness can be divided into three categories: robust, fragile, and semi-fragile based on the level of modification done on the hidden data [52] , [53] . In the robust technique, the data are protected and hidden from unauthorized access and modification. On the other hand, a fragile data hiding system is not robust and cannot withstand an attack on the system, and a semi-fragile technique means that the hidden data can only resist some attacks. Thus, robustness can be used to measure and differentiate between good and bad text watermarking by assessing how many attacks it can resist.
No exact means are available to measure the robustness. However, in the case of text watermarking, the attacks attempted on breaking the watermarked data can be used in order to measure the robustness. The two types of attack that are usually directed at watermarked data are formatting and content attacks [6] , [29] , [34] , [54] . Therefore, if a system is able to prevent those attacks, it is considered a robust system. If it can only prevent half or none of the attacks, it is considered a semi or non-robust system.
1) FORMATTING-BASED ATTACKS

1) Copy and paste 2) Printing 3) OCR 4) Retyping 5) Font changing
2) CONTENT-BASED ATTACKS
1) Insertion/addition attack
Add some word into the text, so that the generated watermark is different from the original watermark.
Localized insertion attack:
A single word or sentence is added at random in the text content. Dispersed insertion attack: Multiple words or sentences are added at random in the text content.
2) Deletion attack:
Some words or parts of the text content are deleted, which distorts the watermark in the text.
3) Reordering attack:
Words in the text are rearranged without modifying the meaning.
4) Syntactic transformation attack:
The text is transformed by altering the sentences without altering their meaning, for example by changing the preposition, the tense, passive and active and other syntax elements.
5) Synonym substitution attack:
A certain word is substituted by a synonym, which does not alter the meaning of the text.
6) Replacement attack [55]:
This is a new geometrical attack changing the content of a document without destroying the text structure.
It maintains the location of the words in the text and is almost similar to the synonym substitution attack, yet uses more advanced techniques in selecting the word to make it invisible.
B. IMPERCEPTIBILITY
Imperceptibility is the ability of the watermark to remain unnoticed by the naked eye. This is achieved by the high level of similarity between the original data and the watermarked data. The original data should be almost the same after the data are hidden and should not degrade its content. It aims at adding invisible data hidden in the text, preserve its integrity and as copyright protection. Although it is common that watermarked data is imperceptible, digital watermark embedded can be visible or invisible [17] , [56] . In visible watermarking, the embedded watermark is obvious and can be detected by the naked eye. This is usually done in images and videos in order to prevent their unauthorized distribution. The watermark signals clearly that the document is owned and that any form of tempering and copying is not permissible. Text content can be easily manipulated and copied, and therefore, the invisibility of the watermark data is important. The invisible watermark is embedded in the document in such a way that it cannot be seen by the naked eye. It can, however, be detected by algorithm. The mathematical expressions as shown below signify that imperceptibility can be formulated in such a way that the watermarked data are approximately the same after being tampered with.
X ∼ = X
Where;
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C. CAPACITY
Capacity is the maximum amount of embedded bits or information hidden in the cover file over a specific period of time. It is usually measured in bit per second [7] . The number of hidden data bits reflects the capacity in the sense that the higher the number of hidden data bits are, the higher its capacity is. It can be calculated and measured by using the following equation:
Where;
C r = Percentage capacity ratio, T h = Total of hidden secret data (bits), and T d = Total of data in cover file (Kb).
A high capacity means that the system is fully utilized when embedding the watermark. Although this is good to begin with, it may affect the transparency of the watermark in the watermarked data. Therefore, a good capacity system should be high and does not affect the visibility of the watermark. Generally, different watermarking applications may require different watermarking capacities.
D. SECURITY
Security refers to the ability of the system to prevent any unauthorized manipulation of the watermark [57] . The digital text should be secure enough to prevent any unauthorized removal of the hidden data and should be only modifiable by the owner [58] . Any potential attacker must not be able to modify or fabricate the hidden data without knowing the key [59] . Blind algorithms are useful in this respect as they ensure the security of the approach where the original cover data are not needed when validating the copyright owner of text. The unauthorized manipulation of the content of digital media can be prevented by upgrading the system efficiency and restricting access to authorized persons. In this case, it is important to ensure that the key is well hidden from any potential attacker. This can be done by securing it with cryptographic security. The system security can be enhanced by using a cryptographic application and digital signature, for which the data will be hashed using hash function.
In order to evaluate the security of a system, it has to be assumed that the attacker knows the approach used for the watermark embedding. However, the key remains hidden under the cryptography protocol to ensure its security. In this case, the attacker will try to analyze the watermarked data and destroy the watermark. He or she should not be able to tamper with the watermark data without also changing the content of the data. In such a case, the watermark is considered as well secured. It is important to identify the best security protocol and policy in order to improve the text watermarking effectiveness. The application of the hash function and cryptographic algorithm must be taken into consideration when building the watermarking system.
V. THE EMBEDDING PROCESS
The embedding process in text watermarking can be defined as the process in which the watermarking information is generated and implemented. The two types of embedding are logical and physical embedding. They identifies how the watermark is stored, either physically in the text itself or logically. Although there are three types of watermarking approaches as discussed, the embedding process of these methods might differ, whether it uses logical embedding or physical embedding. Both methods possess their advantages and disadvantages as discussed in the sections below.
A. LOGICAL EMBEDDING
Logical embedding is a completely invisible or imperceptible text watermarking method. It is a case of data hiding where the embedded data is completely invisible to the viewer due to the fact that it is not done on the text. This unique method entails embedding the watermark digitally into the text, without physically applying the watermark inside the text [56] , [60] . This is achieved by generating the watermark data from the text. While the watermarked data are kept secret and ready for verification, the original texts are distributed to the public. In order to verify the authenticity of the attacked data, the watermarked information is gathered from the data and compared with the original watermarked data.
As the method of logical embedding is not done on the text, the image, structural or feature characteristics of the text are analyzed and certain embedding characteristics are gathered to obtain the watermark information. The information is kept safe with certification authority and is used for future authentication purposes. This process proves to be highly robust and is imperceptible, since the data distributed to the public do not contain the secret information. However, it has some drawbacks that deserve to be highlighted. Although it is safe from format-based attack or content-based attack, a potential attacker may easily change or alter a major part of the text so that the watermark information cannot be detected anymore. If the watermark is hard to be detected, the text information can be misused. Most of the proposed logical embedding process techniques use the term zero-watermarking approach.
In this work, we analyze some of the studies on the logical embedding method. The analysis of the methods in relation to the attacks and performance are summarized in Table 1 .
1) HE et al. (2009)
The authors proposed a novel text zero watermarking algorithm which use words that correspond to one special partof-speech (POS) tag subsequence pattern. Part-of-speech is a category of words that have similar grammatical properties. The sequences were extracted using the chaotic function to develop the watermark without modifying the cover data, which resolves the problem of imperceptibility. This method offers good security since any attacker does not know the sequence of the selected POS tag while the chaotic function has unpredictable properties. Robustness is also assured and includes protection against reformatting and converting document type, synonym substitution, and sentence transformation attack with a very low success percentage [61] . The team discussed a method where the watermark key is calculated based on the sentence entropy. Entropy is the average expected value of the information contained in each message. The entropy of the sentence is calculated based on word frequency and crucial selections, where the VOLUME 6, 2018 watermark is constructed based on the order of the crucial sentences. Given the complexity of Chinese text semantics, a sentence with a high word frequency possesses bigger entropy. This method is tested for some known attacks which includes 'adding and deleting' attacks and synonym substitution attacks. Tests have shown that this method is robust and withstands this kind of attacks which shows very low success rate. This method offers imperceptibility and security where the watermark key is registered with the authority [28] .
3) JALIL et al. (2010)
They proposed a method that logically embeds the watermark in the text in order to generate a watermark key. It first analyzes the non-vowel ASCII character occurrence in each partition to find the non-vowel character that occurs most often. The key letters from the author and the maximum occurrence of the non-vowel are used to generate the watermark. The watermark is then registered with the certification authorities in order to provide security. In an insertion and deletion attack, the accuracy of the extracted watermark on attacked text is analyzed. The insertion and deletion rate of 5%, 10%, 20% and 50% are tested and the result of the watermark accuracy are evaluated. The accuracy is shown to be lowest when the percentage of insertion and deletion is highest. Since the essential parts of the text are used to embed the watermark, it is impossible to completely destroy the watermark without degrading the text content [62] .
4) JALIL et al. (2010)
This team also proposed another zero watermarking algorithm which offers protection against tempering including syntactic transformation attacks in the form of passivizing, clefting, topicalizing or rephrasing the text content. The method identifies all the words with more than four letters. The words' initials are used to generate a watermark key for each sentence. In a simulated insertion and deletion attack, the pattern matching and watermark distortion rate are evaluated indicating a good result in which low, moderate and high levelled tampering attacks are detected at a consistent rate [63] .
5) JALIL et al. (2010)
They proposed an image to text-based watermarking algorithm that first converts a watermark image to an alphabetical watermark. The key is generated from the first letter that occurs most often (MOFL) after using the propositions in the text as the separator. The separater are used to form groups and each group containing group size (GS) partitions. Each group's first double letter occurrences are used to create the MOFL list. Finally, the watermark key is generated from the watermark letters and the list. The watermark has been proven to withstand and resist insertion, deletion and re-ordering attacks. It is also computationally efficient. As compared to previous methods, this algorithm gets higher percentage of successfully detected watermark after the attacks [64] .
6) JALIL et al. (2010)
Another method proposed analyzes the characteristics of the text to generate the watermark. A keyword occurring multiple times is selected, and a watermark is generated based on the length of the word preceding and following the keyword. A numeric watermark key is obtained and registered with the certifying authority for authentication. The experiment done to evaluate this approach is based on insertion and deletion attacks to calculate the watermark distortion rate. The test result has shown that this method is very sensitive to distortion. The accuracy of the tampered cover file is calculated and found to be feasible [25] .
7) JALIL AND MIRZA (2010)
This proposed algorithm uses preposition and double letters to generate the watermark key has been evaluated. In this approach the partition of data in the cover file are analyzed by its frequency of repeating letters. The key is developed based on the count of those letters in an interval of time. This method uses image to text conversion to produce the hidden data to be integrated into the cover file. The experiment assesses the degree of closeness between the original and the altered watermark. This algorithm appears to be effective, secure and more robust in terms of resisting any insertion, deletion and reordering attack [56] . The same team proposed another algorithm which embeds the watermark image logically into the text by generating a key. This approach uses text constituents, double letters and most used English word to create the watermarking key. The algorithm is tested against insertion and deletion attacks, and other experiments are used to evaluate the effect of localised and dispersed alteration by way of insertion and deletion. The result shows that it is secure and robust against those attacks [65] .
9) MENG et al. (2011)
Zero watermarking based on space models was also proposed by Meng et al. whereby the zero watermark was constructed from a 3-D model using the 2-D coordinates of word level and the sentence weights of the sentence-level. The 2-D word space structure consists of the length and frequency of the words and is extended into a 3-D model. The text watermark was constructed by mapping the sentence to the 3-D model. This algorithm is tested with three most common attacks; syntactic transformation attack, synonym replacement attack, and deleting attack, in order to test its performance. In the syntactic transformation attack, the higher percentage of transformation yields a lower watermark detection rate. The same is the case with the synonym replacement attack and the deletion attack. This method improves robustness and provide good imperceptibility and security [66] .
The research team proposed a watermarking approach based on Markov's model where the probabilistic features of the cover file are used to generate the watermark key. The watermark information of the text is analysed using the hidden Markov model where it is stored for authentication of the document. It offers protection against attacks with a watermark distortion percentage rate of greater than one for all insertion and deletion attacks [67] .
11) MENG et al. (2012)
Meng and colleagues create a three-dimensional (3-D) space model by combining the general principle and methods of the traditional zero watermark with the syntactic and semantic features of the text. The algorithm generates a watermark based on the abstract set which can be extracted later by comparing the distance of each sentence point. Its effectiveness and feasibility was proven through algorithm simulation. The performance tests included attacks in the form of syntactic transformation, synonym replacement, addition, deletion and reordering attack. The syntactic transformation and synonym replacement attacks were resisted well while the deletion and reordering attack revealed the model's sensitivity to changes. It offered generally a good level of security by providing a certifying authority to register the watermark key [68] .
12) TAYAN et al. (2013)
Two methods are proposed in this work. The first method uses data sequencing of the watermark logo and a unique key from the text to embed data in file content. The Unicode binary values of each word character are summed up in a data sequence to produce the registered watermark key. The second method utilizes the characteristics of text content in order to obtain the watermark key. By summing the Unicode values of each character, the watermark key is obtained. The proposed approaches are compared and tested in terms of their computational time and percentage of watermark key change after tampering. The first method is shown to have lower computational time due to its lower algorithm complexity as compared from the second method. For the percentage modification of watermark, it doesn't show a lot of improvement from previous techniques for both methods. Nevertheless, the ratio is considered small [69] .
13) TAYAN et al. (2013)
Here the watermark key is produced in numerical values using the Unicode standard of characters. This algorithm inserts one watermark bit per character of the word set. A system is built to test the authentication of sensitive digital text of the Holy Qur'an. This method allows the detection of any alterations to the original text content and requires only minimal hardware resource requirements [70] .
14) TAYAN et al. (2013)
This approach uses an image-to-text converter in order to generate the watermark key. The data sequence from the image logo is embedded in the duplicated cover file where it is processed and classified into word sets and the key is generated based on its characteristics. This method offers protection against attempts of forgery and unauthorized content manipulation. The watermark key is secured using a blind and fragile watermark extraction approach. The algorithm is tested in order to evaluate its computational time to encode and decode watermark, which produces good results [71] .
15) YINGJIE et al. (2013)
A text zero-watermarking is constructed based on the Chinese edit distance using Chinese machine code and information strategy. The weighing terms in paragraphs are computed and the text feature selected formally expressed by the Chinese machine code. The edit distance is computed, and the commutation position is marked to complete the watermark construction. This method shows good robustness and resistance to addition and deletion attacks, synonym substitution attacks, and syntactic transformation attacks. It offers security by providing a date stamp and copyright holder ID for each key that is generated [72] .
16) QI AND LIU (2013)
The proposed algorithm uses POS tag frequency in order to obtain information on the text feature. The zero watermarking algorithm is proposed based on the cloud model, the watermark being generated by a forward cloud model generator using the features extracted from the frequencies of the POS tags. This algorithm is very sensitive to insertion and deletion attacks. Less than 20% of insertion and deletion allows for a very high rate of tamper detection as the cloud model generated after the attack possesses different POS. Synonym substitution attacks do not have any effect on the watermark similarity level [73] .
17) JALIL AND MIRZA (2013)
The proposed embedding algorithm uses the occurrence of preposition and double letters in the text to generate a key based on the most frequently used words in the English language. It offers robust copyright protection of plain text and secures it against insertion deletion and reordering attacks. This blind watermarking algorithm can also be used for ASCII characters and records a good percentage of proposed extracted watermarking with results above 90% [74] .
18) BA-ALWI et al. (2014)
This method uses natural language processing to extract the probabilistic pattern based on third order 3-gram of the Markov model. It analyses the content of any English text document and extracts the probability features of the interrelationships between these contents. This approach shows a better performance of robustness in insertion, VOLUME 6, 2018 deletion and reordering attacks as compared to other approaches [75] .
19) TAYAN et al. (2014)
This research upgrades the image-based approach by using a hybrid technique based on zero watermarking and digital signatures to further secure the data. It aims at protecting all types of text including sensitive text by modifying the content of the cover file and thus ensuring the content integrity and originality. The proposed approach uses logical embedding of the watermark data in the cover document, where the image of the watermark is converted into a character sequence. It uses Unicode to numerate words into binary values. When compared to the other proposed watermarking methods, it is found better in terms of tamper detection, robustness, capacity ratio, perceptibility, document authenticity verification, and language independence. It has its drawback as it requires large storage in the certification authority to store the keys [60] .
20) LIU et al. (2015)
The proposed algorithm is based on merging features of Chinese text sentences. The text is segmented into sentences, where the semantic code of every word is used to calculate sentence entropy. The weight of each sentence is obtained using the sentence entropy, relevance, length, and weighing function. The key is then encrypted and registered with a trusted third party, the Certified Authority (CA). This method offers security as well as robustness in terms of attacks prevention [76] .
21) ZHU et al. (2016)
The proposed algorithm is based on the connection between syllable parts of the Chinese phonetic alphabet. Every syllable is assigned an initial and final value, and the frequency is counted in accordance with the sum of the values. A sequence is formed in correspondence to the value of the sums and transformed using the logistic chaotic equation. The text watermarking key represents the result of the transformed sequence. One dimensional logistic chaotic equation is tested since these features of the chaos meet the demand of the sequence key to determine its robustness against content attacks (adding and deleting) and format attacks. The good result reflects the algorithm's capability in performing antiadding attacks. It shows strong robustness and high resistance to tampering attacks. The key is secured with registered information date and license sent to registration center in order to prevent illegal access [77] .
B. PHYSICAL EMBEDDING
Physical embedding can be defined as a process where the watermark is physically embedded into the cover text. The watermark is embedded in the form of a linguistic, image or structural manipulation. The watermark can be visible, slightly visible or invisible to public depending on the method used. In visible watermarking, the embedded watermark is visible to the end user [78] and thus discourages the copying or reusing of the data. It is also useful in advertising the owner of the work. Usually this type of embedding is done in the form of an image watermark, yet not common for text content as text content can be easily retyped and manipulated. However, visible data can also be more easily removed or altered by the public user [79] . Thus, text watermarking is not as robust against attacks and it promotes the unauthorized copying and redistribution of data. Another drawback of physical watermarking is that it may alter the content of the text.
The changes made to the text vary from being slightly visible to completely invisible text watermarking depending on the method used. In invisible or slightly visible physical embedding, the watermark is only known to authorities. Therefore in the case of copying and tampering, the watermark data are not destroyed and deleted as the end user does not realize that there is watermark embedded in the text. The invisible watermark may hinder the manipulation of the text, and any sort of tampering can be detected. Physical embedding can be done using the three approaches of text watermarking as described previously, although the level of visibility differs. Below discussed are the related works on the physical embedding of text watermarking together with an analysis according to the attacks and performances in Table 2 .
1) ZHANG et al. (2010)
A text watermarking approach for word document is proposed by Zhang and colleagues. In this work, a novel method of robust watermarking for Word documents is proposed to protect copyright and dissemination control. A Word document consists of a lot of word objects arranged in a hierarchical order. Since every object has its own properties and functions, they cannot be modified via the interface of word application and only via programming. The author's and the legal user's information is embedded in the special attributes of word objects after encryption, grouping and packing into the message. The experimental result shows that this watermarking scheme performs excellently in terms of robustness and capacity. After all kinds of attacks (including adjusting the features, deletion, insertion and replacement), the watermark can still be extracted from the document. It can be widely used in copyright protection and protection of plain text and secures it against insertion deletion and reordering attacks. This blind watermarking text delivery on the internet and applies to both English and Chinese language. This method, however, shows low imperceptibility and is unable to withstand retyping and font changing attacks [80] .
2) SHIRALI-SHAHREZA AND SHIRALI-SHAHREZA (2010) In this text watermarking technique for Arabic and Persian script, the common characters in Arabic and Persian is used to hide the watermark's bits by exchanging the Arabic characters to Persian in the Arabic text and vice versa. This method shows good capacity but gives low imperceptibility and robustness. It is prone to many kinds of attacks including retying, reformatting, and replacement [81] . 
3) GUTUB et al. (2010)
This kashida-based approach is a unique type of technique where the extended Arabic characters are used to hide the watermark bits. It does not affect the text and can be placed before and after certain letters. This method randomises the location of each kashida based on the sequence of random value. A pseudorandom number generator is used to obtain the random number allocated to each position. The capacity ratio is counted and shown to be higher than previous methods. It does not change or alter writing content and claims to be featured with security, capacity and robustness [32] .
4) POR et al. (2012)
This open space method in hiding secret data constitutes a novel text-based data hiding method called UniSpaCh. It is suitable for embedding information in Microsoft Word documents using Unicode space characters. Eight types of space characters are utilised and embedded into the text. This method is highly imperceptible and suitable to be implemented and shows good efficiency. However, this method remains vulnerable to attacks using statistical analysis on Unicode characters. In order to protect the hidden information from such attacks, a secret key is suggested and changes in periodic mapping of spaces as well as encryption of the hidden data. Furthermore, expert readers can notice the abnormality in some places where the number of spaces between words is too high [82] .
5) ALHINAHI et al. (2013)
This proposed method an enhanced kashida technique where the kashida are inserted in front of specific characters. A kashida is placed for bit 1 and omitted for bit 0. Certain rules followed in the process of embedding the kashida in order to enhance its security. This method is evaluated on the capacity ratio and it is emphasised on the fact that higher imperceptibility gives lower capacity [83] .
6) RUI et al. (2013)
The proposed algorithm can watermark text content containing mixed English and Chinese text. LanguageIDOther and Noproofing property is used to hide the watermark. This method shows a higher capacity than others approaches and ensures good security by using the hashing method. It provides high imperceptibility but lower robustness. However, the algorithm uses only 2 binary bits, which makes it vulnerable. Its robustness against tampering attacks needs to be evaluated to show its ability to resist tampering attacks [84] .
7) JAISWAL AND PATIL (2013)
The proposed method aims to watermark HTML webpages. The watermark is changed into HEX form, which then is converted into HTML tag. The tag is inserted into the source code of the web page. This method shows high imperceptibility since none of the content of the web page is changed. However, it has lower robustness since the source code is easily accessible to remove the tags. The security and capacity has not yet been evaluated [85] . VOLUME 6, 2018
8) MIR (2014)
Mir developed a watermarking algorithm that uses the analysis of semantics and syntax to generate the structuralbased watermark. The watermark is embedded in the white space throughout the text content. The method is suitable for web pages and offers some level of security to protect the watermark. The robustness of this method is fairly low due to the vulnerability of tampering attacks and formatting attacks [86] .
9) ZHANG et al. (2014)
The proposed method uses a text watermarking algorithm based on Word Software (Microsoft Word or WPS Word) for document and copyright protection. The complete imperceptibility is achieved by the Font.Hidden attribute of Office Word. This algorithm in C++ language uses a binary image as the watermark in the embedding algorithm. The binary bits from the image are used as the watermark data to be hidden in the text using the Font.Hidden attribute of Office Word. The experimental result shows that this algorithm achieves complete imperceptibility, high robustness and can authenticate the copyright. However, changing of font style and copying the text may damage the watermarked data [87] .
10) ALGINAHI et al. (2014)
This proposed method of frequency recurrence properties uses kashida inserted in front of specific characters. The kashida are placed for bit 1 and omitted for bit 0. This approach offers good security, capacity and robustness. However, too many kashida characters may give rise to suspicion and might lower the security and imperceptibility. Also, not all letters contain secret watermark bits, thus lowering its capacity. The kashida method is also not applicable to short texts. The robustness of the proposed method has not been tested against attacks. Although this approach is almost invisible, it is unprotected against copy and paste actions, retyping and OCR attacks [30] .
11) RIZZO et al. (2016)
This proposed method allows the embedding of the passwordbased watermark in short texts while strictly preserving the content. It preserves the appearance and the content without converting the text into image. It shows invisibility, content preserving properties as well as it is blind watermarking. This method uses alternative Unicode symbols to ensure visual indistinguishability and length preservation (content preservation). The selected symbols are chosen and transformed into identical symbols analysed and encrypted through Unicode. The method uses 64 bits for 46 characters, which is quite high if applied to longer words and sentences [88] .
12) AL-MAWERI et al. (2016)
This method uses Unicode extended characters in watermarking documents. The watermark bit size is set to 80 bits and converted to binary bits, which are embedded in the text using certain extendable characters. This algorithm shows high imperceptibility as well as robustness for conversion, copying, and addition and deletion attacks. The robustness evaluation proves that the proposed algorithm tolerates most of the possible attacks and is able to extract the watermark with high accuracy. The capacity evaluation shows that the algorithm has a good payload capacity of about 2 bits/word. Improving the proposed algorithm to recover re-ordering attack and investigating other Unicode properties constitutes one possible direction of future research. The watermark cannot withstand retyping and font changing attacks, and only does show some level of resistance to reordering attacks [89] .
13) ALOTAIBI & ELRAFAEI (2017)
Another method consists of using pseudo-space in Arabic text. Pseudo-space makes connected letters seem isolated. The space is utilized to hide the watermark bits. The first method adds a watermark to the text by inserting the pseudospace based on the dot character contained in the Arabic text. The second method adds the pseudo-space with normal space, which increases the capacity. This method is imperceptible and robust when it comes to copy and paste attempts, formatting and tempering attacks, yet perceptible to retyping attacks [90] .
VI. APPLICATIONS ON LANGUAGES
Text watermarking techniques are built to protect text documents. However texts consist of many languages and characters. Due to this, usually certain methods are developed to cater a certain types of text language only, and it is not applicable to other types of text. The ability of the text watermarking methods to be applied to certain languages is called a flexible method, and it usually does not contain a linguistic and language-based watermarking process. It embeds using the formatting of the text itself. If a technique is not flexible, it usually implies that the method uses either the language's linguistic properties or the language structural properties.
A. ENGLISH
English text uses alphabetic letters taken from the original Latin script. The Latin alphabet contains 26 letters, two of them containing dots. Text watermarking of English text can also be applied to other text that uses Latin scripts including Spanish. Spanish or Latin-American is the second most used language on the internet, and minor modifications can be done on the text watermarking methods to be implemented (the Spanish alphabet contains one extra letter ''ñ''). Only certain semantic and syntactic characteristics need to be adjusted in order to be used for Latin script languages other than English.
More and more studies on watermarking of English text are conducted, and various techniques are proposed following all three major approaches. It can be applied to many other languages that are written in the Latin script. A lot of of logical embedding approaches for English text also have been developed which can be apply to either the image or the structural-based approach.
B. CHINESE
Chinese script constitutes the most widely used writing systems in the world. Other Asian languages such as Japanese, Korean, and Vietnamese adopted this writing system. These characters can be divided into the traditional and simplified style. There are 26 letters in the Chinese alphabet which can be combined according to its phonetic system. 23 consonants and 24 vowels are represented using the combinations of the 26 letters. They can be written horizontally or vertically, yet are more commonly written vertically. The direction of writing is similar to that of Arabic, namely from right to left. The Chinese language system is based on three basic elements which are grapheme, pronunciation and signification [26] .
Chinese text watermarking mainly uses the features of the text. Since the Chinese characters contain many different symbols and complicated structures, it allows the creation of many embedding spaces for Chinese text watermarking [26] . One part of the Chinese character denotes the meaning or abstract classification, and the other part with another separate meaning, and when the two parts combine together a complete Chinese character are formed with a new meaning. For example, the character '' '' is formed by the character '' '' and '' '', and through the meaning of '' '' and '' '', we can know the meaning of '' '' [26] .
A number of studies have already been concluded on the watermark methods in Chinese text. Due to the different types of symbols and characters of Chinese text, the methods used to develop the watermarking are different from the text watermarking methods used in other languages. The approaches proposed for Chinese text are usually based on the structure and characteristics of the Chinese letters. No imagebased approach is currently proposed for this text. Extensive research has been conducted on logical embedding techniques in digital natural language documents of Chinese text.
C. ARABIC
In Arabic text watermarking, the method used is more creative and interesting due to the nature of the language. Arabic has 27 letters with eight main diacritical signs. Arabic differs from English in terms of the letters' shapes and properties. Writing is from right to left and does not differentiate between uppercase and lowercase. Each letter is written slightly differently depending on its position in the word. Arabic characters use Unicode standard, which is the international character encoding standard for displaying text in computer systems. This standard uses UTF (8/16/32) encoding, which allocates space for 65,000 characters. Hence it is easy to define all the characters in different formats including digits and symbols. There are some other languages that use almost the same alphabet such as Urdu, Persian, and Kurdish. These languages can use the same method as that used for the Arabic text watermarking.
Six established methods are available to watermark texts in Arabic based on Unicode, Kashida, letter dots, pseudo code, image and diacritics [91] . Only certain approaches are applicable for highly sensitive Arabic texts which are the Holy Qur'an. This religious scripture contains sensitive text structure and cannot be changes. This religious scripture sensitivity to modification is due to its diacritics or letters whereby even the slightest change will potentially alters the meaning.
D. APPLICABILITY TO OTHER WRITING STYLES
Although text watermarking is usually proposed for English, Chinese and Arabic text, it can also be applied to other languages that have common characteristics. Table 3 shows the applicability of English, Chinese and Arabic text to other languages. Table 4 and 5 summarize the recent works of text watermarking to the applicable languages. Table 4 shows the application of logical embedding and Table 5 shows the physical embedding methods.
VII. SUMMARY OF TEXT WATERMARKING: TAXONOMY
Determining whether a text watermarking system meets its usability and security goals can be challenging. This section discusses the classification and evaluation method that is used in this study by proposing a taxonomy of text watermarking. Texts are more vulnerable and sensitive to modifications [92] , and therefore the classification and evaluation approach is different. General watermarking classification focuses on other media (image, video and audio processes needs to be defined analysed in order to help future research select the most appropriate technique. In this study, the taxonomy developed is based on the study's criteria that can help assess and evaluate the proposed text watermarking techniques (Fig. 8) .
VIII. OPEN RESEARCH CHALLENGES AND FUTURE RESEARCH DIRECTION
Although the process of watermarking has been broadly studied, the research on text watermarking has remained in its early stage. Several important issues have remained unsolved. In addition, new challenges continue to emerge from applications, and text watermarking has yet to be implemented by many organizations. The subsequent sections discuss some the key research challenges and future research direction that require further investigations.
A. INFORMATION INTEGRITY
One of the key aspects of text watermarking is integrity. Information integrity relates to information reliability, relevance, usability, quality and value. It can be defined as the assurance of accuracy and consistency of data [93] . The proliferations of information access over the internet provide users the opportunity to access vast amounts of information, which in turn calls for integrity. The issue is how to ensure the information integrity on the internet and how the owner can ensure that the information content is protected through text watermarking.
B. INFORMATION AVAILABILITY
Availability refers to the ability of a user to obtain access to information in an easy and secure manner. When a system is not secure and easily available, information security is affected. In the context of text watermarking, the information must be easily accessible and securely watermarked in order to prevent any alterations of the text content. The authorization service of the information must be easily available and implemented. In addition, given the millions of internet users worldwide, the generated and shared information must be fully protected to prevent misuse or manipulation. An effective system must be introduced in which the user obtains access information after an independent self-check of the system to ensure that the data available are well secured.
C. ORIGINALITY PRESERVATION
The originality of data accessible to the public user must be preserved. The data obtainable online may originate from all sorts of databases, and it is hard to identify whether the quality and originality are preserved well in all cases. Through text watermarking, information can be protected from inside the text, yet the scale of the technique's implementation is still low given its high processing time and lack of imperceptibility. The challenge is how to make sure the right text watermarking technique is properly implemented and offers high imperceptibility, so that the originality and quality can be preserved.
D. INFORMATION CONFIDENTIALITY
Information confidentiality or secrecy is the act of making the property or information not available or disclosed to unauthorized individuals, entities, or organizations. There are certain measures that need to be taken in order to prevent the protected information from reaching unauthorized third parties (restricted access). In text watermarking, some techniques need to be implemented in order to take control of the content confidentiality. The challenge in this case is to find the suitable approach that promotes secrecy in text watermarking.
E. PROTECTION OF SENSITIVE INFORMATION
There are certain types of text content that is sensitive and require additional protection. Sensitive text is the type of text that cannot tolerate even the slightest form of modification such as a small alteration in a word or character [94] . It contains sensitive issues and format which may change the text meaning or alter the original purpose of the text. This is usually the case for religious scriptures, political documents, financial data, and government data. When it comes to text watermarking, such issues have only been addressed in relation to sensitive Arabic text in order to protect the religious scripture. Although quite a number of studies address the issue of text watermarking, yet sensitive text watermarking not in particular. Safeguarding the sensitive nature of certain information requires a special type of text watermarking, which is a challenge that needs to be worked on.
F. DOCUMENT TRANSFORMATION
The transformation of a digital file into other format entails the risk of losing the embedded watermark. For example; from word to pdf and vice versa. It is important to identify the text watermarking method that can withstand format transformation in order to ensure that the watermark remains secure and safe in any given file format.
G. CRYPTOGRAPHY APPLICATION
The security of embedded data needs to be further secured using the data security technique of cryptography. Cryptography helps safeguard the key and watermark from reaching the unauthorized user. A new framework is needed to test the implementation level of the security so that the text watermarking technique is trusted by those organizations that may depend on it.
H. LANGUAGE FLEXIBILITY
Text watermarking usually applies to a certain alphabet only. This reduces the applicability and usability of the technique.
A good text watermarking method should be implementable to any type of text language. It represents a major challenge for the researchers to identify and propose the adequate techniques to solve this matter. Many criteria of the text languages need to be taken into consideration to successfully apply this method.
IX. CONCLUSION
This paper reviews the recent studies and issues on text watermarking. Text watermarking is becoming more and more popular, and many new methods and innovative techniques have been proposed and tested, which requires a new system of classification. A new model for evaluating text watermarking methods is developed that is readily and easily accessible and consulted by the research community and the relevant organizations. This model identifies the requirements, approaches, embedding processes and applications of text watermarking. Text watermarking faces many challenges, foremost in improving the implementation and precision of text detection. This article has discussed the most common challenges and problems in text watermarking. A brief overview of the existing research in this field is given, the possible limitations assessed, and their findings are evaluated. As for future research in the area of text watermarking, the primary tasks have been marked and await further research.
